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Introduction  

On June 25, 2020 the Economic Community of West African States (ECOWAS) Community Court              

of Justice handed down a landmark decision concerning the 2017 internet shutdowns that             

occurred in the West African country of Togo. The ECOWAS Court ruled that access to the                

internet must be protected under the law and that by shutting down the internet during the                

2017 anti-government protests, the Togolese government violated its citizens human rights.           1

This is the most recent decision handed down by a judicial body on the topic of internet                 

shutdowns and provides an important precedent for protection from internet shutdowns in the             

region, while simultaneously affirming the dangerous threat that they pose to human rights.             

The decision is even more relevant in light of the current threat that internet shutdowns pose                

to public health and safety, as governments around the world continue to impose blanket              

shutdowns despite the ongoing COVID-19 global health pandemic. While the ECOWAS decision            2

focused on the violation of the right to freedom of expression resulting from the internet               

shutdown, we explore the impact of this tactic on freedom of peaceful assembly worldwide. 

 

What Happened in Togo?  

The internet shutdowns in Togo became the subject of a lawsuit as a result of the actions taken                  

by Togolese authorities in 2017. On Sept. 5, 2017, the authorities shutdown the internet for               

almost a week, hours before a planned 3-day protest. The government blocked internet access              3

as opponents of sitting president, Faure Gnassingbe, protested against Gnassingbe’s intention           

to run for a fourth term, in effect extending the Gnaissingbe family’s decades-long grip on               

power. Protestors called more specifically for the reinstatement of a two-term limit for             

presidents, as was originally required under the country’s 1992 constitution but was later             

revised and amended in 2002 to enable Gnassingbe to run for unlimited terms. Hundreds of               4

1Access Now, Ecowas Togo Court Decision: Internet Access Is A Right That Requires Protection Of The 
Law, 17 Jul. 2020 available at  https://www.accessnow.org/ecowas-togo-court-decision/ 
2Governments around the world including Bangladesh, Ethiopia, India, and Myanmar continued to impose 
internet shutdowns in their countries months into the COVID-19 pandemic, preventing civilians from 
accessing vital information pertaining to the spread of the disease. See, Human Rights Watch, End 
Internet Shutdowns to Manage COVID-19 Blocking Access Could Cost Lives, 31 Mar. 2020 available at  
 https://www.hrw.org/news/2020/03/31/end-internet-shutdowns-manage-covid-19  
3Africa News , Togo Restores Internet Connectivity After 6-day Blackout, 9 Nov. 2017 available at  
https://www.africanews.com/2017/09/11/internet-restored-in-togo-after-6-days-opposition-mulls-next-mov
e//  
4Africa Center For Strategic Studies, Togo Protests Continue to Demand Enforcement of Term Limits, 12 
Dec. 2018 available at  
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thousands of people participated in the protests, representing the biggest challenge to the             

Gnassingbe family since 2005. The protests, organized by the Pan African National Party (PNP),              5

were scheduled for September 6, 7 and 8 but on the evening of September 5th, hours before                 

the planned protests, users began reporting that internet connections were inaccessible. In an             6

effort to suppress the protest, authorities blocked the internet, including access to WhatsApp,             

Facebook, Twitter and all mobile internet services for a total of six days.   7

 

Between September 6-8 while the internet was cut off, authorities used excessive force to              

suppress protests which in turn led to 11 protesters—including children—being killed, dozens            

injured, and 60 imprisoned.   8

 

Unfortunately, Togo’s actions are not unique but are rather indicative of a pattern adopted by               

authoritarian regimes to maintain power and suppress the abilities of its citizens to organize              

and mobilize peacefully around pressing social issues. This paper will highlight, in particular, the              

way that States violate their citizens’ right to freedom of peaceful assembly through conducting              

internet shutdowns and the prominent tactics they employ to do so. It will dive into the recent                 

case of Togo while highlighting global examples of how oppressive regimes work to infringe              

upon their citizens' right to assemble peacefully. 

 

Internet Access as a Human Right 

In July 2016, the United Nations Human Rights Council (UNHRC) adopted a landmark resolution              

on the Promotion Protection and Enjoyment of Human Rights on the Internet . In their              9

resolution, the Council unequivocally condemned all government measures to intentionally          

prevent or disrupt access to or dissemination of information online, calling any such action a               

violation of international human rights law. International human rights mechanisms and           10

experts have since consistently recognized that the same human rights that people have offline              

must be protected online, further concretizing internet access as a human right and the              

 https://africacenter.org/spotlight/protests-grow-ahead-of-togo-term-limit-referendum/  
5Aljazeera, Togo blocks internet as protests continue, 8 Sept. 2017 available 
https://www.aljazeera.com/news/2017/09/togo-blocks-internet-protests-continue-170908040118559.html  
6Access Now, Dispatches From An Internet Shutdown — Togo, 22 Sept. 2017 available at 
https://www.accessnow.org/dispatches-internet-shutdown-togo/  
7Quartz Africa, Togo Has Shut Down The Internet To Counter Anti-government Protests, 7 Sept. 2017 
available at  
 https://qz.com/africa/1070753/togo-shuts-down-internet-to-counter-anti-faure-gnassingbe-protests/  
8Access Now, Ecowas Togo Court Decision: Internet Access Is A Right That Requires Protection Of The 
Law, 17 Jul. 2020 available at  https://www.accessnow.org/ecowas-togo-court-decision/ 
9United Nations Human Rights Council, Resolution A_HRC_32_L-20-EN , 17 Jul. 2016 available at 
https://www.accessnow.org/cms/assets/uploads/2016/06/A_HRC_32_L.20_English-OR-30-June.docx  
10 United Nations Human Rights Council, Resolution A_HRC_32_L-20-EN , 17 Jul. 2016 available at 
https://www.accessnow.org/cms/assets/uploads/2016/06/A_HRC_32_L.20_English-OR-30-June.docx  
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essential role it plays in the realisation of other civil and political rights in particular the right                 11

to freedom of assembly and association. Yet, as the right to unrestricted internet access gains               

recognition, authoritarian regimes around the world are increasingly using internet blackouts as            

a tool to quash dissent and stifle democracy.  

 

Internet shutdowns began to garner international attention in 2011, when in the wake of              

Egpyt’s 2011 uprising, the Egyptian government took the unprecedented step of severing all             

Internet connections and shutting down cell phone services resulting in a complete internet             

blackout. Since then, governments’ use of internet shutdowns has been on the rise. According              12

to Access Now - a digital rights organization that tracks internet suspensions- there were 213               

instances of internet shutdowns in 2019 alone, a frightening increase from 2018 which saw 196               

instances.   13

 

Internet shutdowns are not limited to particular regions of the world. Around the globe,              

governments are turning to such tactics with increasing frequency to quell unrest, thus             

negatively impacting essential civil and political rights on a global scale. India leads the trend               

with more than 134 documented shutdowns in 2018. One of the more prominent instances              14

occurred in August 2019, when the Indian government shutdown the internet in Kashmir             

shortly after revoking Kashmir’s autonomy and statehood. The shutdown lasted for four            15

months, resulting in one of the longest internet shutdowns ever in a democracy. Multiple              16

11 See United Nations Human Rights Council Resolution A/HRC/32/L.20, available at  
https://www.article19.org/data/files/Internet_Statement_Adopted.pdf ;  See also case law of the European 
Court of Human Rights https://www.echr.coe.int/Documents/FS_Access_Internet_ENG.pdf ; See also 
African Commission on Human and People’s Rights, 362 Resolution on the Right to Freedom of 
Information and Expression on the Internet in Africa - ACHPR/Res.362(LIX), 2016 available at 
https://www.achpr.org/sessions/resolutions?id=374  
12Telegraph, How Egypt Shut Down the Internet, 28 Jan. 2011 available at 
https://www.telegraph.co.uk/news/worldnews/africaandindianocean/egypt/8288163/How-Egypt-shut-down
-the-internet.html  
13 Access Now, Access Now reports on 2019 trends in internet shutdowns, approaches to defending free 
expression, 20 Feb. 2020 available at https://www.accessnow.org/2019-trends-in-internet-shutdowns/ 
cites that there were 213 instances of internet shutdowns in 2019. 
Access Now, The State Of Internet Shutdowns Around The World The 2018 Keep it On Report, Jul. 2019 
available at https://www.accessnow.org/cms/assets/uploads/2019/07/KeepItOn-2018-Report.pdf cites that 
there were 196 instances of internet shutdowns in 2018.  
14 Access Now, The State Of Internet Shutdowns, 8 Jul. 2019 available at 
https://www.accessnow.org/the-state-of-internet-shutdowns-in-2018/  
15Washington Post, India’s Internet Shutdown in Kashmir is Now the Longest Ever in a Democracy, 16 
Dec. 2019 available at  
https://www.washingtonpost.com/world/asia_pacific/indias-internet-shutdown-in-kashmir-is-now-the-longe
st-ever-in-a-democracy/2019/12/15/bb0693ea-1dfc-11ea-977a-15a6710ed6da_story.html  
16Washington Post, India’s Internet Shutdown in Kashmir is Now the Longest Ever in a Democracy, 16 
Dec. 2019 available at  
https://www.washingtonpost.com/world/asia_pacific/indias-internet-shutdown-in-kashmir-is-now-the-longe
st-ever-in-a-democracy/2019/12/15/bb0693ea-1dfc-11ea-977a-15a6710ed6da_story.html  
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shutdowns have been recorded across Europe, South America and Africa in the last three years              

In October 2016, Turkish authorities shut off the internet following protests against what was               17

referred to as an “extremely unlawful and arbitrary” detention of local mayors. In the MENA                18 19

regions, internet shutdowns are likewise being used to quell dissent and uprisings. In Iraq,              

multiple sources and technical experts reported widespread outages of internet and social            

media services in October 2019, following demonstrations against corruption, unemployment          

and poor public services. The Iranian regime engaged in similar tactics in November 2019,              20

resulting in a week-long shutdown of the internet during nationwide anti- government protests             

in response to a dramatic hike in fuel prices. Similar trends are prevalent in South America,                 21

where internet shutdowns are frequently a reaction to anti-government protests and civil            

unrest. In October 2019, the Ecuadorian officials initiated network disruptions after President            22

Moreno declared a state of emergency due to protests from indigenous groups and other              

citizens affected by austerity measures.   23

 

Throughout Africa, we have seen governments routinely restricting access to social media sites             

and the internet in an attempt to restrict the spread of information. One key example occurred                

last year in Sudan. On June 3, 2019, the Sudanese government shutdown the internet for weeks                

in order to curtail protestors in their demands for democratic elections and freedom from              

17CNN, Internet shutdowns Aren't Just Africa's problem. They're happening worldwide 
, 18 Jan. 2019 available at 
https://www.cnn.com/2019/01/17/africa/internet-shutdown-zimbabwe-censorship-intl/index.html  
18 Hurriyet Daily News, Turkish Police Detain Co-mayors Of Diyarbakır, 26 Oct. 2016 available at 
https://www.hurriyetdailynews.com/turkish-police-detain-co-mayors-of-diyarbakir-105372  
19Access Now, Bleeding Lives And Money: The Cost Of Internet Shutdowns From Turkey To Bahrain 
27 Oct. 2016 available at 
https://www.accessnow.org/bleeding-lives-money-cost-internet-shutdowns-turkey-bahrain/  
20Global Voices, Netizen Report: Iraq And Ecuador Face Network Shutdowns Amid Public Protests, 11 
Oct. 2019 available at 
https://globalvoices.org/2019/10/11/netizen-report-iraq-and-ecuador-face-network-shutdowns-amid-public
-protests/  
21Independent, Massive Iranian Internet Shutdown Could be Harbinger of Something Even Darker to 
Come, Experts Warn, 30 Nov. 2019 available at 
https://www.independent.co.uk/news/world/middle-east/iran-internet-shutdown-protests-communications-t
ehran-a9226731.html  
22Counterpart International, Closing Civic Cyberspace: The Off-Switch and Other Modes of Internet 
Restrictions, 9 Jan. 2020 available at 
https://www.counterpart.org/stories/closing-civic-cyberspace-the-off-switch-and-other-modes-of-internet-r
estriction/  
23NetBlocks, Mobile Internet Disrupted In Quito As Ecuador Political Crisis Escalates, 13 Oct. 2019 
available at 
https://netblocks.org/reports/mobile-internet-disrupted-in-quito-as-ecuador-political-crisis-escalates-eBOg
kJBZ  
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autocratic rule. During the internet disruption, government forces carried out a large scale             24

attack on a sit-in in Khartoum, killing more than 100 people and injuring hundreds more.   25

  

Freedom of Peaceful Assembly as Protected Under International Law 

Typically the discourse on internet shutdowns and human rights heavily involves an analysis as              

to how shutting down the internet violates the right to freedom of expression. The most recent                

decision from the ECOWAS court on internet shutdowns in Togo demonstrates this. The court              

held that access to the internet is a human right and by shutting down the internet during the                  

anti-government protests, the Togolese authorities violated its citizens human rights. The           

court's ruling highlighted a few points most importantly recognizing that access to the internet              

is included in the right to freedom of expression, stating that internet access “is a vehicle that                 

provides a platform that will enhance the enjoyment of the right to freedom of expression.”               

Although the facts pertaining to the Togo shutdown were ripe for an analysis on the violation to                 

freedom of peaceful assembly, the court remained within the parameters of the right to              

freedom of expression and missed the opportunity to provide useful jurisprudence on the topic.              

Rights groups that have dived into this topic have taken a similar approach, frequently              

concluding that shutdowns are an unlawful restriction on the right to freedom of expression,              

with a particular emphasis on how shutdowns violate the right of individuals to seek and               

receive information and to express and disseminate opinions. The UN Special Rapporteur on             26

the promotion and protection of the right to freedom of opinion and expression has stressed               

that cutting off users from accessing the internet, regardless of the justification provided, is a               

disproportionate response and a violation of Article 19, paragraph 3, of the International             

Covenant on Civil and Political Rights. The discussion on the impact of internet shutdowns on               27

the right to freedom of peaceful assembly and of association is more recent.   28

 

The rights to peaceful assembly is widely recognized under international human rights law.             

Enshrined in article 20 of the Universal Declaration of Human Rights and in article 21 of the                 29

24 Washington Post, To End Mass Protests Sudan Has Cut Off Internet Access Nationwide Here’s Why, 
13 Jun. 2019 available at 
https://www.washingtonpost.com/politics/2019/06/13/end-mass-protests-sudan-has-cut-off-internet-acces
s-nationwide-heres-why/  
25Human Rights Watch, Sudan: End Network Shutdown Immediately, 12 Jun. 2019 available at 
https://www.hrw.org/news/2019/06/12/sudan-end-network-shutdown-immediately#  
26Just Security, Contesting the Legality of Internet Shutdowns, 1 Oct. 2019 available at 
https://www.justsecurity.org/66317/contesting-the-legality-of-internet-shutdowns/  
27 United Nations Human Rights Council, Resolution A/HRC/17/27, 2 May. 2011 available at 
https://www2.ohchr.org/english/bodies/hrcouncil/docs/17session/A.HRC.17.27_en.pdf  
28 The United Nations Special Rapporteur on Freedom of Peaceful Assembly and of Association authored 
a report in 2019 on the challenges facing the right to freedom of peaceful assembly and association in the 
digital age. See https://undocs.org/A/HRC/41/41 .  
29 United Nations, Universal Declaration of Human Rights, available at https://undocs.org/A/RES/217(III)  
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International Covenant on Civil and Political Rights (ICCPR) as well as other specific             30

international and regional human rights treaties. This fundamental right has long been            

recognized to be at the cornerstone of democratic societies. The right to freedom of peaceful               31

assembly provides that States must respect and fully protect the rights of all individuals to               

assemble peacefully. Although a fundamental right, it is not absolute, and thus can be subject               

to certain restrictions. Such restrictions, however, must be in accordance with international            

human rights law Specifically, to be permissible, restrictions on the rights must be “prescribed              32

by law”- meaning that the law must be accessible and its’ provisions must be formulated with                

sufficient precision- ; be “necessary” to protect the interests of national security and/or public              

safety and order; and proportional to the pursuit of legitimate aims. According to the United               33 34

Nations Human Rights Committee, any restriction on freedom of peaceful assembly that fails to              

conform with these restrictions are unlawful.   35

 

What is Inherent to the Right to Freedom of Peaceful Assembly, and How do Internet               

Shutdowns Operate as an Unlawful Restriction on this Right 

 

The previous United Nations Special Rapporteur on Freedom of Peaceful Assembly and of             

Association (UN Special Rapporteur on FoAA), Maina Kiai, stressed that States have a positive              

obligation to actively protect peaceful assemblies. Such obligations include protecting          36

participants in peaceful assemblies from groups or individuals who aim to disrupt or disperse              

assemblies and ensuring respect for the right to life and the right to be free from torture or                  

cruel, inhuman or degrading treatment in the policing of assemblies. The UN Special             37

Rapporteur on FoAA also expressed that States have a negative obligation not to unduly              

interfere with the right to peaceful assembly. As best practice, he indicated that “laws              

30International Covenant on Civil and Political Rights, available at 
https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx  
31 See Commonwealth Forum of National Human Rights Institutions on “Freedom of Expression, 
Association and Peaceful Assembly” explaining that all three rights are “fundamental rights that form the 
foundations of democratic societies.” Available at 
https://cfnhri.org/human-rights-topics/freedom-of-expression-association-and-peaceful-assembly/  
32United Nations, Resolution A/HRC/41/41, 17 May 2019 available at https://undocs.org/A/HRC/41/41  
33United Nations Human Rights Committee, General Comment No. 31, 26 May 2004 available at 
https://www.refworld.org/docid/478b26ae2.html  
34 United Nations Human Rights Committee, General Comment No. 31 Paragraph 6, 26 May 2004 
available at https://www.refworld.org/docid/478b26ae2.html  
35 United Nations Human Rights Committee, General Comment No. 31 Paragraph 6, 26 May 2004 
available at https://www.refworld.org/docid/478b26ae2.html  
36United Nations Human Rights Council, Report Of The Special Rapporteur On The Rights To Freedom 
Of Peaceful Assembly And Of Association, Maina Kiai, Paragraph 33, 12 May 2012 available at 
https://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session20/A-HRC-20-27_en.pdf  
37United Nations Human Rights Council, Report Of The Special Rapporteur On The Rights To Freedom 
Of Peaceful Assembly And Of Association, Maina Kiai, Paragraph 35, 12 May 2012 available at 
https://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session20/A-HRC-20-27_en.pdf  
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governing freedom of assembly [that] both avoid blanket time and location prohibitions, and             

provide for the possibility of other less intrusive restrictions” are best. He further stated that               38

“prohibition should be a measure of last resort and the authorities may prohibit a peaceful               

assembly only when a less restrictive response would not achieve the legitimate aim(s) pursued              

by the authorities.”  39

 

Interpretations from other human rights mechanisms have further articulated what qualifies as            

a peaceful assembly and the content of the right. The United Nations Special Rapporteur on               

FoAA defines an “assembly” as an intentional and temporary gathering in a private or public               

space for a specific purpose. It includes demonstrations, inside meetings, strikes, processions,            

rallies or even sit-ins.” The Organization for Security and Cooperation in Europe (OSCE) Office              40

of Democratic Institutions and Human Rights further elaborates on this definition to include             

“planned and organised assemblies, unplanned and spontaneous assemblies, static and moving           

assemblies” as well as suggesting that the internet and modern technologies have changed             

traditional notions of “human rights space” – to potentially include the right to peaceful              

assembly to apply to online protests. Likewise, the 2018 Human Rights Committee Resolution             41

on “The promotion and protection of human rights in the context of peaceful protests”              

acknowledges that “although an assembly has generally been understood as a physical            

gathering of people, human rights protections, including for the rights to freedom of peaceful              

assembly, of expression and of association, may apply to analogous interactions taking place             

online.”   42

 

38United Nations Human Rights Council, Report Of The Special Rapporteur On The Rights To Freedom 
Of Peaceful Assembly And Of Association, Maina Kiai, 12 May 2012 available at 
https://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session20/A-HRC-20-27_en.pdf  
39United Nations Human Rights Council, Report Of The Special Rapporteur On The Rights To Freedom 
Of Peaceful Assembly And Of Association, Maina Kiai, Paragraph 39, 12 May 2012 available at 
https://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session20/A-HRC-20-27_en.pdf  
40United Nations Human Rights Council, Report Of The Special Rapporteur On The Rights To Freedom 
Of Peaceful Assembly And Of Association, Maina Kiai, Paragraph 24, 12 May 2012 available at 
https://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session20/A-HRC-20-27_en.pdf  
41 Written Submission of OSCE Office for Democratic Institutions and Human Rights to the Human Rights 
Committee: Drafting of the General Comment on Article 21 (Right to Peaceful Assembly) of the International 
Covenant on Civil and Political Rights, 18 Mar. 2019 available at 
https://webcache.googleusercontent.com/search?q=cache:75jbR5D4itoJ:https://www.ohchr.org/Documents/H
RBodies/CCPR/GC37/OSCE_OfficeDemocraticInstitutionsHR_ODIHR.docx+&cd=1&hl=en&ct=clnk&gl=us
&client=safari The Special Rapporteur on Freedom of Assembly and Association has previously relied 
heavily on the guidelines promulgated by the OSCE/ODIHR see footnote 7 in 
https://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session20/A-HRC-20-27_en.pdf  
42 United Nations Human Rights Special Procedures, Written submission prepared by the Special 
Rapporteur on the rights to freedom of peaceful assembly and of association, 20 Mar. 2019, available at  
obligations placed by the right of peaceful assembly ... - OHCHRwww.ohchr.org › Documents › HRBodies 
› CCPR › SR... 
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In discussing the content of the right, the Venice Commission and the OSCE provides that               43

freedom of peaceful assembly includes the freedom to participate in the assemblies, plan,             

prepare and publicize an assembly. “The planning and publicizing of an assembly are integral              44

parts of the exercise of the rights to freedom of speech and assembly and should be facilitated                 

and protected accordingly.” Therefore, to curtail an individual or groups ability to conduct             45

these activities, would be a restriction on the enjoyment of the right to freedom of peaceful                

assembly and association that must, therefore, adhere to the international human rights            

standards addressed above, particularly that it must be in furtherance of a “legitimate” aim.  

 

The UN Special Rapporteur on FOAA, Clément Voulé, noted in his 2019 Report the increased               

use of the internet, and in particular social media, as basic tools which enable individuals to                

organize peaceful assemblies. He stressed the utmost importance of the internet in mobilizing             46

groups of people in an effective manner; referencing current social movements like the             

#BlackLivesMatter movement for racial equity in the United States and the recent 2018             

Armenian revolution–both of which were popularised by hashtags on social media. It is              47

difficult to imagine an assembly organized today that does not involve heavy reliance on the               

internet. Internet shutdowns drastically curtail the ability for organizers to plan, publicize and             48

prepare for an assembly. It is for this, and other reasons, why the Special Rapporteur has found                 

internet shutdowns to be a disproportionate response. 

 

The UN Human Rights Committee has also expressed this view in their most recent General               

Comment on the right to peaceful assembly. The Committee recognized that the right to              49

43 The Venice Commission, also known as the European Commission for Democracy Through Law, is the 
Council of Europe's advisory body on constitutional matters. The role of the Venice Commission is to 
provide legal advice to its member states and, in particular, to help states wishing to bring their legal and 
institutional structures into line with European standards and international experience in the fields of 
democracy, human rights and the rule of law. 
44 Venice Commission and OSCE Office for Democratic Institutions and Human Rights, Guidelines on 
Freedom of Peaceful Assembly 3rd Edition, 8 Jul. 2019 available at 
https://www.venice.coe.int/webforms/documents/?pdf=CDL-AD(2019)017-e  
45  Venice Commission and OSCE Office for Democratic Institutions and Human Rights, Guidelines on 
Freedom of Peaceful Assembly 3rd Edition, 8 Jul. 2019 available at 
https://www.venice.coe.int/webforms/documents/?pdf=CDL-AD(2019)017-e  
46 United Nations Human Rights Council, Report of The Special Rapporteur on the Rights to Freedom of 
Peaceful Assembly and of Association: The Digital Age (A/HRC/41/41), Clement Voule, Paragraph 22, 17 
May 2019 available at https://undocs.org/A/HRC/41/41  
47United Nations Human Rights Council, Report of The Special Rapporteur on the Rights to Freedom of 
Peaceful Assembly and of Association: The Digital Age (A/HRC/41/41), Clement Voule, Paragraph 22, 17 
May 2019 available at https://undocs.org/A/HRC/41/41  
48   Venice Commission and OSCE Office for Democratic Institutions and Human Rights, Guidelines on 
Freedom of Peaceful Assembly 3rd Edition, Paragraph 22, 8 Jul. 2019 available at 
https://www.venice.coe.int/webforms/documents/?pdf=CDL-AD(2019)017-e  
49 Human Rights Committee, General comment No. 37 (2020) on the right of peaceful assembly (article 
21), 17 Sept. 2020 available at 
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peaceful assembly extends to remote participation in, and the organization of assemblies            

online-and states strongly that States must not block or hinder internet access in order to               

unduly restrict assemblies or the privacy of assembly participants. This welcome addition            50

comes after a 2020 Human Rights Council resolution on human rights in the context of peaceful                

protests that calls upon States to avoid “ordering blanket internet shutdowns and from blocking              

websites and platforms around protests.”  51

 

The freedom to participate in the assembly, plan, prepare, publicize and organize an assembly              

are undoubtedly inherent to the right to freedom of assembly and of association (FOAA) and               

internet shutdowns strongly impair individuals’ abilities to exercise these freedoms. 

 

The Internet as a Tool to Facilitate Assemblies and as an Alternative Space To Organize 

It is hard to imagine an assembly that does not involve some form of reliance on the internet.                  

Further, in the global south Further, increasingly around the world it is becoming far more               

difficult to assemble in more traditional means, online assemblies are of increasing importance             

for the exercise of the right to peaceful assembly. Access to the Internet and social media has                 

become an important aspect of assemblies for organizers, participants, monitors and human            

rights defenders. In Egypt’s 2011 revolution, social media platforms provided opportunities for            

organizing and protesting in ways that traditional methods couldn’t. “We use Facebook to             

schedule the protests, Twitter to coordinate, and YouTube to tell the world.” - Epyptian              

protestor, Fawaz Rashed. In Togo’s 2017 protests, organizers used the hashtag           52

#togoenmarche to organize protests calling for revisions to presidential term limits that led to              

some of the largest protests in the country since 2005. 

 

The internet and modern technologies have changed traditional notions of “human rights            

space”–suggesting that the right to peaceful assembly also applies to online protests. As this              

area continues to evolve, the possibility that assemblies may occur completely online cannot be              

ignored. The Internet can be used for forms of online activism related to assemblies, and such                53

https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=CCPR%2fC%2fGC
%2f37&Lang=en  
50 Human Rights Committee, General comment No. 37 (2020) on the right of peaceful assembly (article 
21), 17 Sept. 2020 available at 
https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=CCPR%2fC%2fGC
%2f37&Lang=en  
51Human Rights Council, The promotion and protection of human rights in the context of peaceful 
protests, 13 Jul. 2020, available at https://undocs.org/en/A/HRC/44/L.11  
52The Guardian, Egypt Five Years on was it Ever a Social Media Revolution, 25 Jan. 2016 available at 
https://www.theguardian.com/world/2016/jan/25/egypt-5-years-on-was-it-ever-a-social-media-revolution 
53Venice Commission and OSCE Office for Democratic Institutions and Human Rights, Guidelines on 
Freedom of Peaceful Assembly 3rd Edition, 8 Jul. 2019 available at 
https://www.venice.coe.int/webforms/documents/?pdf=CDL-AD(2019)017-e  
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activities may warrant protection. The Internet and social media may also legitimately serve as              

a means of facilitating assemblies. Within the Council of Europe, the Committee of Ministers              

stated in its Recommendation to member States on a guide to human rights for internet users                

that “everyone has the right to peacefully assemble and associate with others using the              

internet.” The UN Human Rights Council, in two successive resolutions in 2012 and 2013,              54

emphasized the obligation of States ‘to respect and fully protect the rights of all individuals to                

assemble peacefully and associate freely, online as well as offline.’  55

 

How do States use Internet Shutdowns to Restrict the Right to Freedom of Peaceful              

Assembly? 

Although internet shutdowns have been deemed a disproportionate interference with the           

exercise of the right to freedom of expression, authoritarian regimes are increasingly employing             

shutdowns as a tool to stifle dissent, disrupt social mobilization and critical opposing voices.              

Regimes have seen how social media has become an organizing tool for protesters. As a result,                

in order to squash protests, they’ve often issued orders to mobile-phone providers to shut              

down access. In many cases the government itself is a shareholder in the leading              

telecommunications companies, therefore shutdowns are fairly easy to impose.  56

 

The official narrative around internet blackouts, often relies on arguments of public safety,             

national security, stopping the spread of hate speech and “fake news”, or the need to protect                

the integrity of school exams. However, AccessNow has found that the actual cause of blanket               

shutdowns are due to protests, information control, political instability, elections and           

communal violence, reasons that would not necessarily hold up to scrutiny in determining             57

whether they qualify as a State’s ‘legitimate aims’ needed to justify such blanket restrictions.  

 

54Council of Europe, Recommendation of the Committee of Ministers to member States on a Guide to 
human rights for Internet users CM/Rec(2014)6, (2014) 
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=090000168
04d5b31 . The Committee of Ministers is the Council of Europe’s statutory decision-making body. It is 
made up of the Ministers for Foreign Affairs of member States. The Committee of Ministers’ essential 
function is to ensure that member states comply with the judgements and certain decisions of the 
European Court of Human Rights.  
55 United Nations Human Rights Council, Resolution A/HRC/RES/21/16, 11 Oct. 2012 available at 
https://mk0rofifiqa2w3u89nud.kinstacdn.com/wp-content/uploads/Transnational_AHRC2116.pdf?_ga=2.2
23658395.1626130203.1601495837-1816609826.1601495837  
56The Globe and Mail, Togo Latest country to Lose Web Access as Regimes Increasingly Shutting Down 
Internet to Control Protests, available at 
https://www.theglobeandmail.com/news/world/regimes-increasingly-shutting-down-internet-to-control-prot
ests/article36223534/  
57Access Now, The State Of Internet Shutdowns, 8 Jul. 2019 available at 
https://www.accessnow.org/the-state-of-internet-shutdowns-in-2018/  
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In analyzing several internet shutdowns around the globe I have found that governments             

employ three distinct tactics to restrict the exercise of the right to freedom of assembly. And                

oftentimes states will employ all three strategies at once. 

 

Shutting Down the Internet to Squash Planned Protests - Tactic 1 

 

One of the usual tactics regimes employ is shutting down the internet in order to preemptively                

quell planned protests. The 2017 Togolese shutdowns and the 2019 Iranian shutdowns            

mentioned above are two prominent examples of how governments use shutdowns to disrupt             

planned protests. In the Togo example, the authorities cut the internet two days before the               

planned three-day pro-democracy protest calling on the State to respect established term            

limits. Togolese authorities responded by shutting down the internet and using excessive             58

force to quell the protests. In particular, because the planned protests were popularized by              

mobilization over social media - under the hashtag #togoenmarche- the authorities cut off the              

internet the night before in order to squash the protest. In the Iranian example, Iraninan               

security forces shutdown the internet in several cities in anticipation of planned protests             59

stemming from major hikes in fuel prices. The protests spread to over 21 cities, eventually               

becoming one of the most violent and severe anti-government uprisings since 1979. Protestors             

spread the word about protests using social media through use of the hashtags             

#see-you-Thursday and #December5th and resorted to using handwritten leaflets with the           

hashtags once word spread of the intended internet outage. In May 2019, the Eritrean               60

government cut off the internet in order to avert an intended protest as the country geared up                 

for its 26th independence day. Government’s employ these blanket shutdowns to squash             61

planned protests, seriously violating their negative obligation to avoid unduly interfering with            

the right for people to peacefully assemble.  

 

Shutting Down the Internet to Prevent Groups from Attempting to Organize Protests - Tactic 2 

 

In addition to suppressing planned protests, government’s will also infringe on the right to              

peaceful assembly by instituting internet shutdowns to prevent individuals from attempting to             

organize protests and mobilize around an issue. For example, in January 2018, during the              

election season, authorities in the Democratic Republic of Congo ordered telecommunications           

58Quartz Africa, Togo Has Shut Down The Internet To Counter Anti-government Protests, 7 Sept. 2017 
available at  
 https://qz.com/africa/1070753/togo-shuts-down-internet-to-counter-anti-faure-gnassingbe-protests/  
59The Jerusalem Post, Iran Shuts Down Internet as Protests Loom,26 Dec. 2019 available at 
https://www.jpost.com/middle-east/iran-shuts-down-internet-as-protests-loom-612091 
60 The Jerusalem Post, Iran Shuts Down Internet as Protests Loom,26 Dec. 2019 available at 
https://www.jpost.com/middle-east/iran-shuts-down-internet-as-protests-loom-612091 
61Africa News, Eritrea Blocks Internet Reportedly to Curb Planned Protests, 15 May 2019 available at 
https://www.africanews.com/2019/05/15/eritrea-blocks-internet-reportedly-to-curb-planned-protests// 
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providers to cut internet and SMS services across the country to prevent uprisings and protests               

ahead of poll results in the midst of an election marred by fraud. Senior adviser to President                  62

Kabila claimed that the internet and SMS services were cut to preserve public order. Days                63

later the government imposed a three-day internet and SMS service shutdown on January 21,              

2018, two days ahead of a planned pro-democracy protest. This occurred despite the fact that               64

the UN Special Rapporteur on FoAA has called for special protection and access to digital               

technologies particularly during elections for assembly and association purposes, stating in his            

report that internet access should be especially respected, protected and promoted during            

elections. In January 2019, Zimbabwean authorities cut off the internet after mass protests             

broke out in Harare and other cities over a sharp increase in fuel prices. The outage was done                  65

to block access to information online and prevent people from organizing. When asked to              

comment on the shutdowns, Zimbabwe’s deputy information minister- Energy Mutodi- stated           

that the shutdowns were “necessary” and that “we know protestors are organizing via the              

internet.” Demonstrating the state’s understanding of how integral the internet is to mobilizing             

around issues and the intentional strategy behind cutting off the internet in order to prevent               

individuals from attempting to organize; effectively violating their positive obligation to ensure            

that their citizens can plan, prepare and publicize an assembly.   66

 

 

Shutting Down the Internet to Disrupt the Flow of Information in the Mist of Human Rights                

Abuses - Tactic 3  

 

Lastly, a frequent and most frightening tactic that states employ is, shutting down the internet               

amid peaceful protests in order to stop the flow of information pertaining to human rights               

abuses committed by state actors against protestors. This allows the state to commit human              

rights abuses under a realm of darkness that shields them from public scrutiny. In the Sudan                

example mentioned above, the government responded to protests calling for free and fair             

62South China Morning post, Vote fraud fears rise in DR Congo as internet shut to prevent ‘uprising’ 
2 Jan. 2019 available at 
https://www.scmp.com/news/world/africa/article/2180335/vote-fraud-fears-rise-dr-congo-internet-shut-pre
vent-uprising 
63Reuters,Congo Cuts Internet for Second Day to Avery Chaos Before Poll Results, 1 JAN. 2019 available 
at 
https://www.reuters.com/article/us-congo-election/congo-cuts-internet-for-second-day-to-avert-chaos-befo
re-poll-results-idUSKCN1OV1GL 
64CPJ, Drc Authorities Cut Access To Internet And Sms Ahead Of Protests 
, 22 Mar. 2018 available at  https://cpj.org/2018/03/drc-authorities-cut-access-to-internet-and-sms-ahe/  
65CNN, Zimbabweans Say Social Media Blocked In Wake Of Violent Protests, 15 Jan. 2019 available at  
https://www.cnn.com/2019/01/15/africa/zimbabwe-net-shutdown-protest/index.html 
66 Venice Commission and OSCE Office for Democratic Institutions and Human Rights, Guidelines on 
Freedom of Peaceful Assembly 3rd Edition, 8 Jul. 2019 available at 
https://www.venice.coe.int/webforms/documents/?pdf=CDL-AD(2019)017-e  
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elections with physical violence, excessive force and internet blackouts. On June 5, 2019 the              

State shut down internet access through mobile phone service providers while security forces             

in Khartoum launched an attack on a peaceful sit-in protest, killing more than 100 civilians. As                67

the attacks took place, the regime methodically cut off internet access throughout the country              

to prevent the spread of information pertaining to the murders and rights abuses. Facts              68

pertaining to the exact events were incredibly difficult to assess due to the fact that the                

internet was cut off at the time of attacks. As the internet remained cut off for an extended                   69

period of time after the attacks, activists and residents were essentially prevented from             

reporting critical information. Human Rights Watch conducted an interview with one of the             

protestors who revealed how difficult it was to verify information, “We…struggle with verifying             

information. This whole situation now is creating isolated locations where we don’t really know              

what is happening and what kind of abuses are taking place there.”   70

 

As is the case with other tactics mentioned, these approaches are not unique to one regime or                 

one area of the world. In July 2018, authorities in Nicaragua also shutdown the internet. A net                 

freedom organization detected a series of internet outages throughout the country that lasted             

for roughly a day. The shutdowns came as a result of nationwide protests calling for               71

democratic reforms, better economic conditions and the ouster of President Daniel Ortega;            

Aljazeera reported the unrest as the bloodiest protests seen in Nicaragua since the country's              

civil war ended in 1990. As protestors faced off with pro-government forces, authorities cut              72

off the internet on July 18, 2018 with the shutdown lasting for about a day. Although the                  73

shutdowns lasted for a single day, reports suggest that the shutdowns were coordinated with              

attacks by government forces against civilians that left many casualties. Reports further stated             74

67Washington Post, To End Mass Protests Sudan Has Cut Off Internet Access Nationwide Here’s Why, 13 
Jun. 2019 available at 
https://www.washingtonpost.com/politics/2019/06/13/end-mass-protests-sudan-has-cut-off-internet-acces
s-nationwide-heres-why/  
68Washington Post, To End Mass Protests Sudan Has Cut Off Internet Access Nationwide Here’s Why, 13 
Jun. 2019 available at 
https://www.washingtonpost.com/politics/2019/06/13/end-mass-protests-sudan-has-cut-off-internet-acces
s-nationwide-heres-why/  
69BBC, Sudan Crisis: Official Admits To 46 Protest Deaths, 6 Jun. 2019 available at 
https://www.bbc.com/news/world-africa-48535165  
70Human Rights Watch, Sudan: End Network Shutdown Immediately, 12 Jun. 2019 available at 
https://www.hrw.org/news/2019/06/12/sudan-end-network-shutdown-immediately#  
71NetBlocks, Regional Internet Disruptions In Nicaragua Amid Protests, 19 Jul. 2018 available at 
https://netblocks.org/reports/nicaragua-regional-internet-disruptions-amid-protests-gdAmMvA9 
72Aljazeera, Nicaragua Unrest: What You Should Know, 17 Jul. 2018 available at 
https://www.aljazeera.com/news/2018/05/nicaragua-protests-180530130717018.html  
73 NetBlocks, Regional Internet Disruptions In Nicaragua Amid Protests, 19 Jul. 2018 available at 
https://netblocks.org/reports/nicaragua-regional-internet-disruptions-amid-protests-gdAmMvA9 
74 Access Now, The State Of Internet Shutdowns Around The World The 2018 Keep it On Report, Jul. 
2019 available at https://www.accessnow.org/cms/assets/uploads/2019/07/KeepItOn-2018-Report.pdf  
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that the outages were deployed to restrict the flow of information in and out of protest zones                 

at critical moments.  75

 

Conclusions  

 

In this increasingly digital age, the internet has evolved into a crucial part of human life and                 

more importantly, access to it is essential to realize many human rights. A dangerous trend is                

emerging as more and more state actors are employing internet shutdowns to restrict dialogue,              

interrupt the flow of information and the ability for individuals to organize both online and in                

person. These shutdowns are even having an effect on public health as States continue to block                

access to the internet even in light of the current COVID-19 global health pandemic, thwarting               

people’s access to imperative information concerning their health. As I’ve laid out, internet             76

shutdowns are particularly harmful on the right to assemble peacefully, a right that makes up               

the very fabric of any functioning democracy. Through internet shutdowns and network            

interruptions, authoritarian regimes are steadily chipping away at the tools necessary to foster             

an environment that allows for individuals to mobilize around pressing social issues. As experts              

have relayed, internet shutdowns and measures used to intentionally prevent or disrupt access             

to or dissemination of information online are always a disproportionate response and in effect              

a violation of international human rights law  and in effect must come to an end. 77

 

In an effort to protect the rights of their citizens, government must employ the following               

tactics; (1) refrain from instituting blanket internet shutdowns -- as we’ve seen these measures              

are presumptively a disproportionate response (2) prioritize alternative measures to achieve           

any legitimate aims without instituting network disruptions or restricting access to the internet             

(3) fulfill their positive obligations to foster an environment that promotes their citizens’             

abilities to plan, prepare and publicize an assembly- which effectively cannot be realized in an               

environment where network disruptions are used to silence dissenting voices (4) states must             

refrain from using internet shutdowns as cover to commit rights abuses through restricting the              

flow of information.  

75NetBlocks, Regional Internet Disruptions In Nicaragua Amid Protests, 19 Jul. 2018 available at 
https://netblocks.org/reports/nicaragua-regional-internet-disruptions-amid-protests-gdAmMvA9 
76Human Rights Watch, End Internet Shutdowns to Manage Covid-19, 31 Mar. 2020 available at 
https://www.hrw.org/news/2020/03/31/end-internet-shutdowns-manage-covid-19  
77Global Network Initiative, Disconnected: A Human Rights Based Approach to Network Disruptions, 
available at 
https://globalnetworkinitiative.org/wp-content/uploads/2018/06/Disconnected-Report-Network-Disruptions.
pdf  
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